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USING THE NATIONAL THREAT ASSESSMENT

The National Threat Assessment is an analysis of expected developments in 
PST’s sphere of responsibility in the year ahead. It is intended to raise aware-
ness about the most serious threats facing Norway, and to provide informed 
decision-making support regarding critical preventive security measures for 
which the various undertakings are responsible. The undertakings must also 
take into account other threats that could impact the value of their assets, 
e.g. other crimes or undesirable incidents. 

Using the National Threat Assessment in connection with risk assessments:

• Risk can be defined in several ways. In this context, risk is discussed as 
a combination of assets, threats and vulnerability, and the National 
Threat Assessment is intended to be used as a resource to inform the 
assessment of potential risks. 

• A good assessment of assets provides grounds for identifying threats of 
relevance to a particular undertaking. Further, the assessment will high-
light ways in which hostile actors can affect an undertaking’s assets. In 
this context, it is also important to examine any dependencies, including 
those outside the undertaking itself. This will provide grounds for assess-
ing vulnerabilities, and describe the extent to which an undertaking’s 
assets are vulnerable to identified threats, which, in turn, form the basis 
for establishing preventive and mitigation measures. 

• Based on this, a risk assessment must be performed to determine 
whether an undertaking maintains an appropriate level of security.
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The Norwegian Police Security Service (PST) is Norway’s domestic 
intelligence and security service, and it is subordinate to the Ministry 
of Justice and Public Security. PST’s main responsibility is to prevent 
and investigate serious crimes that threaten national security. This 
includes the identification and assessment of threats related to intelli-
gence, sabotage, the proliferation of weapons of mass destruction, 
terrorism and extremism, as well as threats against dignitaries. The 
assessments are intended to provide a foundation for policy-making 
and to inform political decision-making processes. PST’s National 
Threat Assessment (NTA) is part of its duty to inform the public by 
presenting an analysis of expected developments in the threat picture.

The Norwegian Intelligence Service (NIS) is Norway’s foreign intelli-
gence service. Although it reports to the Chief of Defence, the service’s 
areas of responsibility include civilian as well as military matters. 
NIS’s main tasks are to provide information on external threats against 
Norway and high-priority Norwegian interests, to support the 
Norwegian Armed Forces and the defence alliances in which Norway 
participates, and to assist in political decision-making processes by 
providing information of special interest in relation to Norwegian 
 foreign, security and defence policy. NIS’s annual assessment, ‘FOKUS’ 
(FOCUS), is an analysis of the current situation and expected develop-
ments in thematic and geographic areas that NIS considers to be of 
particular relevance to Norway’s security and national interests.

The Norwegian National Security Authority (NSM) is Norway’s directo-
rate for protective security services. NSM’s main responsibility is to 
improve Norway’s ability to protect itself from espionage, sabotage, 
terror and hybrid threats. Through advisory services, control activities, 
oversight, testing and research, NSM helps ensure that undertakings 
protect civilian and military information, systems, objects and infra-
structure of importance for national security. NSM is responsible for a 
national warning system (VDI) intended to identify and issue warnings 
about cyber operations against digital infrastructure. NSM also bears 
national responsibility for coordinating the handling of serious cyber 
operations. A report entitled ‘Risiko’ (Risk) is NSM’s annual assessment 
of the risks to Norway’s national security. The report recommends 
measures and assesses how vulnerabilities in Norwegian undertakings 
and services impact risk in the light of the threat picture described by 
the Norwegian Intelligence Service and PST.
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INTRODUCTION 

In the National Threat Assessment (NTA), the Norwegian Police 
Security Service (PST) presents an unclassified review of the threats 
facing Norwegian society this year. The assessment devotes special 
attention to intelligence threats, especially those originating with 
the Russian and Chinese intelligence services, as well as to the threat 
of terrorism and threats against Norwegian dignitaries.

NTA 2024 addresses a broad, widely diverse target group. On the one 
hand, the report is intended for members of the general public who 
require comprehensive information on the status of and expected trend 
in the threat picture. On the other, the NTA is addressed to individuals 
and undertakings that require information for their own security efforts, 
but do not have access to classified assessments. Accordingly, it is 
important that all those who read this report consider its content and 
make their own assessments of its relevance to and consequences for 
their undertakings in the light of the assets they manage. Otherwise, 
please see Using the National Threat Assessment on page three of 
the report. 

Vigilance and tips from the public are important for PST’s efforts to 
avert terrorist attacks, threats against dignitaries, espionage, the proli-
feration of weapons of mass destruction and transnational oppression, 
so we therefore urge anyone who might have information of interest 
to contact us.

Tips can be submitted to: 

PST.no/tips-oss
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State intelligence activities

Page 8

Russia’s war of aggression in Ukraine has created a new security policy 
situation that impacts the threat picture in Norway. The war still conti-
nues to heighten the intelligence threat from Russia. At the same time, 
Norway’s membership of NATO and our common border with Russia 
mean that Russia will use its intelligence services against Norwegian 
targets in the foreseeable future.

China will be a significant intelligence threat in 2024. We expect that 
threat to increase in the years ahead. This is due in particular to the 
deterioration in the relationship between China and the West, China’s 
desire for more control over supply chains, and positioning in the 
Arctic. 

Meanwhile, we expect continued activity on the part of Iran and 
North Korea against Norwegian targets. 

Foreign intelligence services will use a variety of different methods 
against individuals and undertakings in Norway. Cyber operations and 
the recruitment of sources will be among the most important methods 
in 2024. The main objective of cyber operations against targets in 
Norway will be to gather information. In addition, the goal of certain 
cyber operations will be to foment uncertainty in society. We expect 
the Russian and Chinese services in particular to try to recruit sources 
in 2024. Traditionally, the recruitment of sources takes place through 
physical meetings. However, a new trend is emerging, involving the 
recruitment of sources by digital means, such as chat applications. 

We expect that Russia and China will be behind most of the attempts 
to acquire Norwegian goods and technology by covert means in 
2024. Their goal will be to strengthen their own armed forces. 
Moreover, other countries of concern will also try to procure tech-
nology that is relevant for their military weapons programmes, 
including the development of weapons of mass destruction and 
delivery  systems for them.

We also expect that refugees, dissidents and those who criticise 
regimes will be subject to mapping and monitoring this year. 

SUMMARY
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Politically motivated violence 
– extremism 

Page 28

Extreme Islamism and right-wing extremism are expected 
to represent the greatest terrorist threats against Norway. 
We believe there is an even chance that extreme Islamists 
and right-wing extremists will attempt to carry out terror-
ist acts in Norway in 2024. The threat from extreme 
Islamists is nonetheless believed to be somewhat more 
serious than the threat from right-wing extremists. 

The threat of terror against Norway is real. Even though 
extreme Islamism currently enjoys little support in Norway, 
we have nevertheless seen several serious acts of terror-
ism in recent years. Statements or actions perceived as 
insults or oppression of Muslims or the Islamic religion 
may contribute to radicalisation and, in the worst case, 
motivate acts of terrorism in Norway. 

As regards right-wing extremism, the threat will largely 
come from the young adults and minors radicalised 
through right-wing extremist digital arenas. Experience 
from Norway and other countries indicates that some of 
them may develop an intention to commit acts of terror-
ism.

We consider it unlikely that anti-government extremists 
will try to commit acts of terrorism in Norway in 2024. 
Anti-government ideas and conspiracy theories will none-
theless continue to result in the radicalisation of certain 
individuals, and such notions may be perceived as justifi-
cation for the use of violence and non-democratic means.

We consider it highly unlikely that left-wing extremists or 
extremists motivated by climate-related, environmental or 
nature conservation issues will try to carry out terrorist 
acts in Norway in 2024. Our assessment is nevertheless 
that issues related to the climate, the environment and 
nature conservation have a potential for radicalisation.

Threats to 
dignitaries 

Page 44

We consider it unlikely 
that dignitaries will be 
the target of serious 
acts of violence in 
Norway in 2024. 
However, we expect that 
dignitaries will be sub-
jected to threats and 
harassment. Dignitaries 
are also vulnerable tar-
gets for foreign states’ 
intelligence services.
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State intelligence activities

State intelligence activities
Russia’s war of aggression in Ukraine has engendered a new security policy 
situation that impacts the threat picture in Norway. The war continues 
to aggravate the intelligence threat from Russia, compared with before 
the invasion. At the same time, Norway’s membership of NATO and our 
common border with Russia mean that Russia will use its intelligence 
 services against Norwegian targets in the foreseeable future.

Given the current security policy climate, the intelligence threat from China 
is also significant. In our view, the threat will gain momentum in the years 
ahead. Among other things, this is due to China’s positioning in the High 
North, deterioration in the relationship between China and the West, and 
China’s desire to control critical supply chains. 

In addition, we expect continued activity on the part of Iran and North 
Korea against Norwegian targets in 2024.  

Individuals, as well as public and private undertakings, are vulnera-
ble to foreign states’ intelligence activities. For example, you might 
be exposed to foreign intelligence in the form of an email with a 
link you should not click on, a business contact that asks detailed 
questions about your job, or a company that is interested in buying 
a product made by your company. The following is a description 
of which states represent the greatest threat in Norway, and what 
methods and means they use to strike Norwegian targets.
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THE ACTORS

Russia

Russia will represent the 
greatest intelligence threat 
against Norway in 2024

Russia has a perpetual need for intelligence 
in Norway, not least because of our common 
border and Norway’s NATO membership. 
Political processes of relevance for Russia and 
military targets in Norway are examples of 
this. What Russia perceives as military and 
political threats against the Russian regime 
will also be given priority at all times. In 2024, 
the Russian intelligence services will focus on 
targets related to Russia’s warfare in Ukraine.

In the light of this, we expect that the follow-
ing will be likely targets for Russian intelli-
gence activities in Norway this year:

• Actors involved in arms donations and 
the training of Ukrainian personnel: 
They are especially at risk of being 
 targeted because arms deliveries could 
have a direct impact on the battlefield in 
Ukraine. 

• Undertakings associated with Norwegian 
oil and gas activities: They are especially 
at risk of being targeted because Norway 
has become a more important energy sup-
plier for Europe since the start of Russia’s 
war of aggression against Ukraine. Russia 
sees the use of energy-related means as a 
vital step in fomenting discord in the West. 

• Norwegian technology that has civilian 
and military utility value: This field is 
 targeted in particular because Russia 
depends on western, including Norwegian, 
technology. Warfare in Ukraine serves to 
exacerbate Russia’s need for western 
technology, expertise and knowledge.

• Norwegian defence forces and Allied 
military activities in Norway: This area 
is especially at risk of being targeted, as 
it has been for quite some time, since 
Russia would like to get an overview of 
the capacity and plans of the Norwegian 
defence forces and their NATO allies. 
Information about changes in military 
strategy in response to the enlargement 
of NATO in the Nordic countries will be 
of particular interest in 2024 because it 
will impact how Russia can defend itself 
in a potential conflict situation. 

Photo: minoandriani/Getty Images. Svalbard, Pyramiden.
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State intelligence activities

Russian intelligence activities will be aimed at 
targets throughout Norway. The High North 
is nevertheless in a unique position when it 
comes to attracting the attention of Russian 
intelligence activities, and this has been the 
case for some time. It is important for Russia 
to maintain its understanding of the situation 
throughout the entire region. This need is 
becoming increasingly compelling inasmuch 
as the Arctic has gained strategic signifi-
cance as tensions have risen in the security 
policy situation. Svalbard and the border 
areas in Finnmark County are of exceptional 
strategic significance for Russia. Norwegian 
politicians, ministries and others that contri-
bute to Norwegian policy for the High North 
in general, including Svalbard, will therefore 
be high-priority intelligence targets. In 2024, 
the Arctic Council will be of even more inte-
rest because Norway has the presidency. 

We expect that Russian services will be 
 willing to take great risks in relation to their 
intelligence activities in 2024 due to their 
heightened need for information, compared 
with the time before the war of aggression 
began in 2022. Meanwhile, they have little to 
lose by engaging in intelligence activities on 
Norwegian territory, since bilateral relations 
between Norway and Russia have reached 
a new low. 

Russia will compensate for the loss of 
intelligence officers at the embassy

In April 2023, 15 intelligence officers under 
diplomatic cover at the Russian Embassy in 
Oslo were declared personae non gratae in 
Norway. This reduced Russia’s opportunities 
to carry out intelligence activities under the 
auspices of the embassy.

 Several arrested for intelligence activities on behalf of Russia

Since Russia’s invasion of Ukraine in 2022, at least 35 European nationals have 
been arrested and indicted at different places in Europe for having engaged in 
intelligence activities commissioned by the Russian services. For example, they 
have obtained information about their own countries’ defensive capabilities, criti-
cal infrastructure and Allied activities, then handed it over to Russian intelligence 
officers. While some acted in response to pressure, most of them were motivated 
by monetary incentives. Such cases are indicative of a prolonged high level of 
activity by Russian intelligence services in Europe. 
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China

The intelligence threat from 
China is significant and will 
grow over time

China will represent a significant intelligence 
threat in 2024. We expect the threat to grow 
in the years ahead due to deterioration in the 
relationship between China and the West, 
China’s desire for more control of supply 
chains, and its positioning in the Arctic. 

Collaboration on research, business, industry, 
and political ties make Norway an intelligence 
and influence target for China. Norwegian 
undertakings, the research and education sec-
tor, local and national decision makers,  foreign 
policy groups and individuals who criticise 
China’s government and human rights situa-
tion must assume that they will be exposed to 
both direct and indirect threats from Chinese 
intelligence actors in the years ahead.

Chinese intelligence actors 
operate in the grey zone between 
legal and illegal activities

Even though China’s intelligence services are 
technologically advanced, they use a wide 
range of actors to carry out assignments on 
their behalf. Chinese intelligence and influence 
activities in Norway are largely carried out 
by intermediaries, Chinese state-owned and 
private companies, organisations, academic 
institutions and think tanks.

In addition, Chinese intelligence services 
recruit Norwegian nationals in an effort to 
gain access to sensitive and classified infor-
mation. We expect this to continue in 2024. 
These are often individuals who have some 

We expect that Russia will try to compensate 
for the loss of the intelligence officers. They 
may do this, for example, by sending more 
travelling agents and by recruiting sources 
online. Individuals with family members in 
Russia or other close ties to Russia will be of 
particular interest for recruitment attempts. 
At the same time, we expect that Russia will 
try to reestablish its intelligence capacity at 
the embassy in 2024.

In addition, Russia has a wide variety of 
means available to them that are not affected 
by the reduced capacity at the embassy. 
These include cyber operations, signal intel-
ligence and the use of civilian vessels as 
 platforms for intelligence activities. 

Russia may also use hybrid means to achieve 
strategic advantages in relation to Norway. 
Hybrid means are understood as a state 
actor’s use of a variety of means aimed at 
one or more targets, and supporting one or 
more strategic objectives. The means that 
are combined may be transparent and legal, 
or covert and illegal, and they are intended 
to support and reinforce each other to 
achieve the desired effect. One example of 
hybrid means might be that Russia combines 
diplomatic pressure with covert influence 
operations to influence Norway’s political 
decisions on specific issues. 
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State intelligence activities

affiliation with China through studies, 
employment, friends or family.

China is characterised by its lack of distinc-
tion between the private sector, the state 
and the Chinese Communist Party. Chinese 
authorities involve commercial technology 
enterprises in the modernisation of the coun-
try’s military. This means that technology and 
knowledge from all Chinese actors are to be 
made available to the Chinese military forces, 
the People’s Liberation Army (PLA).

China is still trying to carve out 
a position in the High North

Its strategic location in the High North, 
access to natural resources, and proximity 

Photo: NTB/AP Photo/Ng Han Guan. The Chinese Communist Party Congress, the Great Hall of the People in Beijing, 2022.

to future trade routes make Norway an 
 interesting intelligence target for China. 
We expect that the Chinese party-state will 
continue to give priority to its long-term 
positioning in the Arctic, gradually escalating 
its presence and intelligence activities. 
For instance, Chinese research activities 
  on Svalbard can help normalise a Chinese 
presence, facilitating intelligence activities. 
China will continue to strive actively to obtain 
information and to influence Norwegian 
 processes related to the development in the 
north. On behalf of the Chinese party-state, 
Chinese commercial actors will seek to 
establish businesses or infrastructure on 
 strategically located properties in the 
High North.
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Threat actors seek to influence 
Norway’s policy in respect of China

Chinese intelligence services will continue to 
oppress individuals in Norway who criticise 
China’s form of government and human rights 
situation. The goal is to undermine opposition 
to the Chinese Communist Party, as well as to 
influence Norway’s policy in respect of China 
and discussions about China. Chinese intelli-
gence services use their cyber capacity 
against government targets in Norway to 
obtain information about attitudes, decision- 
making processes and views on issues of 
importance to China. 

The Chinese party-state also works through 
local Norwegian politicians and business 
 people to promote its foreign policy and cir-
cumvent national decision-making processes. 
This may, for example, involve Chinese actors 
offering sponsored trips to China, delegations 
making repeat visits, and the Chinese exhi-
biting other types of favourable attention. 
Several Norwegian municipalities and individ-
uals have signed friendship agreements with 
Chinese actors operating on behalf of the 
Chinese party-state.

Norwegian technology could 
support the development of 
China’s military capacity

To resist political and economic pressure 
from the West, China strives to be self- 
sufficient in terms of technology. China’s 
increasing control of critical supply chains 
remains a threat against our innovativeness, 
as well as against our economic and politi-
cal freedom of action. In the long term, this 
could also affect Norway’s emergency con-
tingency capability. China uses acquisitions, 
investments, insiders and research collabo-
ration to obtain information and develop 
expertise to help build up its own military 
capacity. In recent years, the number of 
Chinese organisations and technology cen-
tres engaged in overt and covert interna-
tional transfers of technology has multiplied 
rapidly. China is Norway’s largest collabora-
tor on technological and scientific research 
projects. This allows Chinese actors consid-
erable freedom of action, either voluntarily 
or under duress, to transfer Norwegian 
technology to Chinese military programmes.

Personnel associated with the Chinese military (PLA) are in Norway

Chinese research managers, visiting foreign researchers and students from institutions 
associated with the PLA are working in Norway. Research collaboration with personnel 
associated with the PLA will directly or indirectly support the development of China’s 
military capacity.
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State intelligence activities

Other countries

Iran will try to quell resistance 
against its own regime and collect 
information about Norwegian 
technology

In the year ahead, Iranian intelligence ser-
vices and actors working on their behalf will 
continue to engage in intelligence activities 
aimed at Iranian oppositionists in Norway. 
Their objective is to quell resistance and 
criticism against their regime. This is done 
both through cyber operations and through 
human-based intelligence activities. As part 
of Iran’s mapping of oppositionists, Norwegian 
undertakings that have information about 
such people may also be vulnerable to 
Iranian intelligence activities. 

Photo: Halfpoint/Getty Images

In 2024, Iran will also deploy some students 
and researchers to Norway to gain access to 
civilian technology, research and manufactu-
ring infrastructure intended for the Iranian 
military as the end user.

The threat from North Korea is primarily 
manifested in the cyber domain

Also in 2024, North Korea will perpetrate 
cyber operations against targets in Norway. 
This will be done for financial gain and to 
support the country’s weapons programme 
and military armament. In recent years, North 
Korean cyber actors have carried out several 
successful cyber operations against financial 
institutions, and against political and military 
targets in the West. 
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THE METHODS

Foreign states’ intelligence services 
employ a number of different 
methods against targets in Norway. 
In this section, we discuss how 
 individuals and undertakings can 
be vulnerable to the following 
 phenomena and means: 

• Cyber operations

• The recruitment of human 
sources

• Intelligence involving civilian 
vessels 

• Influence operations

• Sabotage

• Covert attempts to make 
 procurements

• Economic instruments that 
threaten security

• Transnational oppression

The threat in the cyber domain 
is dynamic and constantly 
evolving

Norwegian undertakings, organisations and 
private individuals will be subject to cyber 
operations by state actors in 2024. Operations 
can be targeted or opportunistic, and they 
represent a lasting, serious threat against 
Norwegian society. 

The main objective of cyber operations is to 
obtain information. In addition, cyber opera-
tions are increasingly used as a means to 
foment uncertainty in society, e.g., using 
denial- of-service attacks. Cyber operations 
are also used for financial gain and transna-
tional oppression. Although we have not 
observed any destructive operations in 
Norway to date, foreign states may carry 
out this type of operations against 
Norwegian targets in 2024.

State cyber actors’ primary 
targets in Norway

• Public administration and political 
decision-makers

• The Armed Forces
• Individuals, in particular, indivi-

duals in diaspora communities, 
refugees and regime critics

• Undertakings and organisations 
in the following sectors: finance, 
health, research and education, 
aerospace, technology, telecom-
munications, logistics and trans-
portation, energy and the mari-
time sector.
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singly more diffuse. State actors work closely 
with private and public cyber security and 
high-tech enterprises and with hacktivist 
groups and cyber criminals. These actors 
help develop states’ technical capacity and 
help carry out cyber operations. That also 
strengthens state actors’ ability to hide their 
involvement in an operation.

State actors engage in digital 
industrial espionage

Several state actors have a targeted, specific 
strategy for using cyber operations as a 
means to carry out industrial espionage. The 
purpose may be to improve their own defen-
sive capabilities, boost the state’s competi-
tiveness, or avoid sanctions. Through cyber 
operations, state actors can retrieve vast 
volumes of data from Norwegian underta-
kings, which could, collectively, impact 
national security interests.

The actor landscape is growing 
increasingly more complex

Russia and China are the main hostile actors 
targeting Norway in the cyber domain. 
Russian and Chinese cyber actors have vast 
capacity, are very sophisticated, and have 
maintained a high level of activity against 
Norwegian targets for several years. 

In recent years, North Korea and Iran have 
also made substantial investments in cyber 
capacity and have become powerful threat 
actors in the cyber domain. In addition, 
other countries have the opportunity to 
 purchase or rent cyber capacity that can 
be used against Norwegian targets. This 
makes threats in the cyber domain 
less  predictable. 

The actor landscape is also influenced by the 
fact that the distinction between state and 
non-state cyber actors is becoming increa-

 North Korean cyber actor stole information from a Norwegian undertaking

In 2022, a Norwegian undertaking was subjected to digital industrial espionage by 
a North Korean cyber actor. The cyber actor contacted an employee on LinkedIn, 
introducing himself as a recruiter from an IT company. The communication 
exchange then moved on to WhatsApp, where the employee was tricked into 
opening a file that contained malware. The malware gave the actor access to the 
undertaking’s network. The cyber actor retrieved large volumes of data that could 
damage Norwegian security interests.
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Supply chain attack 

Supply chain attacks are cyber opera-
tions aimed at weak, more peripheral 
points in an undertaking’s supply 
chain, e.g., through subcontractors. 
Undertakings with robust data secu-
rity systems are vulnerable if their 
subcontractors do not have similar 
security measures. 

Development trends

State cyber actors employ a wide variety of 
methods. To cover their tracks and make it 
difficult to ascertain who is behind a cyber 
operation, multi-layered digital infrastructure 
is often used.

Supply chain attacks and the integration of 
home electronics into a cyber actor’s infra-
structure are examples of this. In addition, we 
have witnessed advances in the use of zero-
day vulnerabilities and social manipulation. 

Zero-day vulnerabilities  
A zero-day vulnerability is a vulnerability that 
is unknown to the public, the developer or the 
manufacturer of a product before it is used in 
a cyber operation. Such vulnerabilities are 
hard to identify and prevent. Accordingly, the 
method is valuable and efficient. State actors 
continuously search for zero-day vulnerabili-
ties and apply this method frequently. The 
cyber operation carried out against the 
Norwegian Government Service and Security 
Organisation in summer 2023 is one example. 

Social manipulation 
Several cyber actors are spending more time 
and resources carrying out reconnaissance on 
their targets. They exploit the human aspect 
more and spend time developing a relation-
ship of trust with the victim, before attemp-
ting to lure the person in question to click on 
a malicious link or attachment. They appear 
more credible and are harder to identify. 
They use interfaces like LinkedIn, Instagram, 
WhatsApp and Telegram, in addition to email 
and SMS messages.

Artificial intelligence 
can create challenges 
in today’s threat picture 

We have not observed that foreign states 
have used generative artificial intelligence (AI) 
in cyber operations in Norway. However, we 
expect they will try to exploit the opportuni-
ties presented by rapid technological deve lop-
ment in AI to their advantage. For example, 
AI can be used in influence operations, for 
social manipulation, or to identify vulnera-
bilities in software. Similarly, AI can probably 
also be used to detect and counteract these 
ope rations. Whether AI will be most advanta-
geous for those trying to exploit it for offen-
sive cyber operations or for those trying to 
prevent such operations, remains to be seen. 
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Photo: gorodenkoff/Getty Images
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Expecting physical and digital 
recruitment of sources 

Foreign states’ intelligence services will try to 
recruit sources in Norway this year, too. This 
refers in particular to the Russian and Chinese 
intelligence services. One important develop-
ment trend is that recruitment is taking place 
through digital channels, rather than solely at 
physical meetings. 

As a rule, foreign intelligence services recruit 
sources in several steps:

Traditionally, all the steps have involved phy-
sical meetings between the potential source 
and a representative of the foreign intelli-
gence service. For many years, intelligence 
officers have taken advantage of conferences 
in Norway to approach potential sources. 

This kind of traditional physical recruitment 
and handling of sources will continue. 
However, some change is expected. 

One important development trend is that 
 foreign intelligence services are also using 
social media and chat applications for the 
recruitment and handling of sources. One 
method we have seen is that contact is 
 initiated by conveying an offer of employ-
ment, either for an anonymous employer, 
or for a seemingly legitimate undertaking. 
Upon accepting the offer, the source will, 

 Example of digital 
recruitment

In 2023, 16 individuals in Poland 
were arrested and indicted for hav-
ing performed illegal activities on 
behalf of Russian intelligence. They 
were recruited through job vacancy 
ads published in groups on the chat 
app named Telegram. Their assign-
ments included taking photos of 
military targets, spreading Russian 
propaganda, and sabotaging west-
ern weapons deliveries to Ukraine. 
After submitting documentation to 
prove their assignments had been 
completed, the parties involved 
were ostensibly paid through wire 
transfers or crypto currency. 

RECRUITMENT

CULTIVATION/COERCION

ASSESSMENT OF SUITABILITY

MAKING CONTACT 
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for example, be asked to collect information 
in return for remuneration, and then to trans-
fer the information digitally to Russian intelli-
gence, for instance. 

The recruitment of a source could have for-
midable detrimental effects on Norway. The 
source could provide sensitive information or 
critical national information about conditions 
that would not serve Norway’s best interest if 
such information were to fall into the hands 

of foreign states. The person in question 
might also be asked to identify vulnerabilities 
that could be exploited by an intelligence 
service, e.g., pertaining to an undertaking’s 
routines, security measures or ICT infrastruc-
ture. A source might also be asked to perform 
practical tasks, e.g., to purchase sanctioned 
goods or technology, install technical surveil-
lance equipment, harass certain individuals or, 
as the ultimate consequence, to perpetrate 
acts of violence or sabotage.

Photo: Justin Pumfrey/Getty Images
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Russian intelligence uses 
civilian vessels in its operations

Intelligence activities are being carried out 
from civilian vessels in Norwegian waters at 
all times. We expect this to continue in 2024. 
Russia represents the greatest threat, but 
China may also use civilian vessels to collect 
information about conditions in Norway. 

Civilian vessels can be used for a number of 
different tasks. These include: 

• Information gathering: The vessels can 
be used to survey Norwegian and Allied 
military capacity and activities, as well as 
critical infrastructure on the seabed and 
along the Norwegian coast.

• Sabotage: The vessels can be used to 
strike Norwegian or Allied assets on or 
under the water.

• Influence: The vessels can be used to 
 create a situation at sea that is intended 
to smear or undermine Norway’s reputa-
tion. A prime example of this might be to 
stage an accident in an attempt to iden-
tify weaknesses in Norway’s emergency 
preparedness or crisis management.

• Circumventing sanctions regulations: 
Fishing vessels with legitimate access to 
Norwegian ports may be used to smuggle 
goods and components subject to export 
control or sanctions.

• Infiltration: Civilian vessels can be used 
to infiltrate intelligence personnel into 
Norway. 

Norwegian nationals will be 
subject to influence from 
foreign states

We expect that several authoritarian states, 
in particular Russia and China, will carry out 
influence operations in Norway in 2024. 

The goal of influence operations is to change 
opinions held by individuals, groups or the 
general public to better align with the foreign 
state’s interests. 

Influence operations are often carried out 
digitally through social media. Disinformation 
and half-truths are spread at a rapid pace 
there. We expect that foreign states will 
exploit both new and existing controversies 
in attempts to polarise and destabilise 
Norwegian society. 

Artificial intelligence can be a helpful tool for 
foreign states conducting influence opera-
tions. AI can be used to raise the quality of 
the narratives being told, which, in turn, may 
open new opportunities for foreign states 
to achieve their goals.
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The threat of sabotage is greater 
due to the war in Ukraine

According to the assessments made by PST 
and the Norwegian Intelligence Service, 
Russia may find it prudent to carry out physi-
cal or digital acts of sabotage against targets 
in Norway. 

Russia’s paramount objective for any act of 
sabotage would probably be to improve the 
country’s position in the war in Ukraine. If 
Russia was to feel pressured due to the situa-
tion on the ground in Ukraine, the likelihood 
of acts of sabotage would be greater than 
if Russia was satisfied with the progression 
of the war. 

Any act of sabotage would most likely be 
performed in a manner that would make it 
challenging to prove who was behind it. One 
important reason for this is that Russia wants 
to avoid any situation that could trigger 
Article 5 of the NATO Treaty regarding 
 collective defence.

Targets connected to Norwegian gas exports 
or Norway’s military support to Ukraine are 
considered to be the most likely targets for 
any act of sabotage. An act of sabotage on 
the part of Russia against targets related to 
Norwegian gas exports might be intended to 
trigger or exacerbate an energy crisis in 
Europe. In such case, Russia’s paramount 
objective might be to reduce Norway’s willing-
ness to continue military support for Ukraine. 

An act of sabotage against Norwegian 
 weapons donations to Ukraine, or related 
weapons training, could reduce Ukraine’s 
defensive capabilities. The goal may also 
be to deter other countries from providing 
additional weapons. 

Foreign states will try to acquire 
Norwegian technology

We expect that Russia and China will be 
behind most of the attempts to acquire 
Norwegian goods, services and technology 
by covert means in 2024. Their primary 
objective will be to strengthen their own mili-
tary capacity. Moreover, other countries of 
concern will also try to procure technology 
that is relevant for their military weapons 
programmes, including the development of 
weapons of mass destruction and delivery 
systems for them.

A number of Norwegian undertakings manu-
facture, develop and market goods and 
 technology of interest to foreign states. The 
export of sensitive goods, services and tech-
nologies is strictly regulated. Consequently, 
countries we are concerned about in this 
context spend resources to circumvent 
export control regulations using covert and 
clandestine methods.

Covert attempts to make procurements will 
focus not only on military goods, services 
and technology, but also on dual-use goods. 
Dual-use goods have qualities that allow 
them to be used for both military and civilian 
purposes. One example is equipment for 
inertial navigation, which is deployed on all 
modern vessels. Such equipment is needed 
to maintain a vessel’s stability in rough seas. 
The same equipment is also needed to 
manoeuvre missiles with sufficient accuracy. 
Norwegian undertakings must be cognisant 
of whether their technology may be useful 
for military applications. 

Many fields of technology will be subject to 
procurement attempts. These include sensor 
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and detection technology, maritime techno-
logy, semi-conductor technology and aero-
space and satellite technology, as well as 
drone and communication technology. 

Emerging disruptive technologies such as 
artificial intelligence, maritime autonomics, 
biotechnology and quantum computers will 
also be of interest.

A comprehensive regime of sanctions, as well 
as more stringent national export restrictions 
have been implemented against Russia. 

However, Russia is still dependent on western 
technology and expertise to sustain and 
maintain its military capability. Russian actors 
also adapt their modus operandi to the 
Western sanctions. For example, they have 
reduced the quality requirements applying 
to technology for military applications. This 
means that a broader range of Norwegian 
and other western undertakings might be 
vulnerable to Russian procurement attempts 
than was the case before the invasion.

To conceal the identity of the real end-user of 
a product or technology, a threat actor often 
employs several intermediaries. We have seen 
Russia and China increasingly using compa-
nies in European countries as intermediaries 
for their procurement activities. A Russian intelligence officer 

bought subsea technology 
from a Norwegian undertaking

In 2020, a company in Oslo sold dif-
ferent types of subsea equipment to a 
Russian. That person wanted to buy 
increasingly more sensitive products 
from the same company. The most 
recent items he wanted to buy could 
have been used, among other things, 
to locate subsea cables. After Russia 
initiated the war of aggression in 
Ukraine, the undertaking contacted 
PST. Upon closer examination, the 
buyer was identified as a Russian 
intelligence officer. Norwegian 
undertakings must be aware of this 
type of escalating procurement activ-
ities on the part of actors from coun-
tries of concern to us. 

 Examples of fields of research of 
particular interest to foreign 
states:
• Nanotechnology
• Metallurgy
• Cryptography
• Robotics and autonomics
• Chemistry
• Micro-electronic systems
• Acoustics
• Nuclear physics and cyber security
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“If you’re working today 
at the cutting edge of 
technology then geopolitics 
is interested in you, even if 
you’re not interested in 
geopolitics.” 

Ken McCallum, Director General of MI5 
- United Kingdom’s domestic counter-

intelligence and security agency

Academic institutions will be subject to 
illegal intangible technology transfer

We expect that the Norwegian research and 
development sector will be subject to 
attempts of illegal intangible technology 
transfer in 2024. The technology transfer 
that could enable states to develop military 
capacity is just as strictly regulated as the 
export of physical goods. 

Norway has several leading technological 
research communities from which foreign 
states are eager to learn. 

Researchers and students from states we 
consider a threat may acquire technological 
expertise and use equipment covered by 
sanctions and subject to export control while 
they are in Norway. For example, the Chinese 
party-state has talent programmes and 
research parks where they exploit foreign 
researchers’ expertise to strengthen their own 
military capacity. On that account, institutions 
and undertakings that engage in research 
and development bear a special responsibility 
for assessing whether their own technology 
has potential military applications.

Economic instruments 
may give foreign states 
strategic advantages

We expect that Russia and China will make 
acquisitions and investments in Norwegian 
undertakings to ensure a variety of strategic 
advantages. Such economic instruments are 
often legal, but they may represent a threat 
against fundamental national interests when 
viewed collectively.

Russia will generally use such instruments to 
cover its military and technological needs, 
e.g., to purchase properties that are strategi-
cally located relative to Norwegian military 
installations. 

China will use economic instruments inter 
alia to ensure control of goods, components 
and supply chains that are of decisive impor-
tance. Examples of this are critical minerals 
and rare types of soil that occur in large 
quantities in Norway. Such components are 
decisive for high technology, not least in 
fields such as weapons production and 
the green shift. 

One example of how legal economic instru-
ments can threaten security is Chinese 
 companies’ entry into western technology 
markets. Incorporating Chinese technology 
into Norwegian infrastructure affords Chinese 
manufacturers an opportunity to install back 
doors that allow them access points that are 
extremely difficult to detect. 
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Critics of the regime will be 
subject to mapping and threats

This year, PST expects refugees, dissidents 
and critics of regimes to be subjected to 
mapping and threats in Norway. This will take 
place physically during demonstrations and 
digitally through cyber operations, as well as 
by mapping on social media. Individuals 
residing in Norway and their close relatives 
in their country of origin will be harassed and 
threatened - both physically and digitally. 
Some may also be recruited, through pres-
sure or cultivation, to hand over information 
about diaspora communities and dissident 
activities in Norway. 

Authoritarian states engage in transnational 
oppression in the form of pressure, threats 
and, in some cases, lethal violence to thwart 
criticism against their regimes. Some states 
use their diplomatic representatives to limit 
their critics’ freedom of expression in Norway. 
Visiting intelligence officers, organised crimi-
nals or infiltrators in diaspora communities 
are used for this purpose.

Transnational oppression refers to 
states’ use of different means against 
individuals residing in other countries 
who are considered a threat against 
the regime in the executive/responsi-
ble state. The purpose of the activity is 
to undermine or neutralise political 
opposition.

 Example of transnational 
oppression

In 2022, a dissident in Norway was 
the target of a spear phishing opera-
tion staged by an Iranian cyber actor. 
To contact the person in question, 
the cyber actor claimed to be a 
potential professional partner. The 
dissident was tricked into clicking 
on a link to a digital meeting room. 
The link led to a fictitious login page, 
where the cyber actor got access to 
the person’s login details. By using 
them, the cyber actor gained access 
to email accounts, social media, 
plans and networks of contacts. The 
access details were also used to send 
phishing messages by email and 
LinkedIn to the dissident’s contacts. 
After being hacked, the dissident 
was the subject of smears and 
threats on social media.



27

State intelligence activities
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28



29

Politically motivated violence – extremism

Politically motivated 
violence – extremism
The terror threat level in Norway is still at the moderate level. The 
most serious threats of terrorism in and against Norway in 2024 will 
continue to originate with extreme Islamists and right-wing extre-
mists. We believe there is an even chance that extreme Islamists 
and right-wing extremists will attempt to carry out terrorist acts in 
Norway in 2024. The threat from extreme Islamists appears some-
what more serious than the threat from right-wing extremists.

The increased global focus on the desecration of the Koran and 
the conflict between Israel and Hamas may adversely impact the 
threat from extreme Islamists. Thus, the threat can change quickly. 
The same applies if Norway were to be identified as a terrorist tar-
get in terrorist organisations’ propaganda. 

The threat from right-wing extremists is complex and unpredicta-
ble. Online platforms will continue to be the main arena for radical-
isation, where individuals can be inspired to commit acts of terror-
ism. Right-wing extremism still includes a transnational dimension, 
where we witness inspiration spreading across national borders.

In anti-government extremism, distrust of the authorities will con-
tinue to fuel conspiracy theories. It is the potential for violence in 
these theories that gives cause for concern. The climate, the envi-
ronment and nature conservation also have the potential to radi-
calise certain individuals. Left-wing extremism will continue to be 
a marginal phenomenon. 
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Degrees of probability in the 
assessments of politically 
motivated violence – extremism  

The field of politically motivated violence – 
extremism – uses a set of standardised terms 
for degrees of probability. The purpose of this 
is to create a more uniform description of 
probability in the assessments and thereby to 
minimise the risk that they are unclear or 
could be misunderstood. The terms and their 
associated descriptions have been compiled 
jointly by the police, the Norwegian Armed 
Forces, and PST.

National 
standard

Description Percentage

Highly likely Very good 
reason to expect

>90%

Likely Good reason to 
expect

60–90%

Even chance Equally likely 
and unlikely

40–60%

Unlikely Little reason to 
expect

10–40%

Highly unlikely Very little reason 
to expect

<10%

THE COMMUNICATION OF THREATS  

PST’s terrorism threat scale 

PST’s terrorism threat scale is intended to 
give an overall impression of the terrorism 
threat situation from all types of extremism. 
While the degrees of probability represent 
PST’s assessment of the likelihood that there 
will be an attempt to carry out an act of ter-
rorism, this scale expresses the degree of 
severity of the situation. 

The scale applied has five levels, from level 1 
that is no threat of terrorism to level 5 that 
involves a critical threat of terrorism. In 
determining threat levels, PST takes into 
account the current threat assessment, along 
with an assessment of (i) the degree of 
severity/damage potential of any possible 
terrorist act, (ii) uncertainty and the scope of 
the shortcomings in the intelligence related 
to relevant hostile actors, and (iii) our/the 
authorities’ ability to implement counter-
measures before any threats are carried out. 

Level Term

5 Critical threat of terrorism

4 High threat of terrorism

3 Moderate threat of terrorism

2 Low threat of terrorism

1 No threat of terrorism
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The threat from 
extreme Islamism

We believe there is an even chance that 
extreme Islamists will attempt to carry out 
terrorist acts in Norway in 2024. The threat 
of terror primarily comes from individuals 
who are inspired by the ideology and mes-
sage of the terrorist organisations the Islamic 
State (ISIS) and al-Qaeda. The threat is con-
sidered to be somewhat higher this year than 
last year, owing to the increased global focus 
on the desecration of the Koran and the 
 conflict between Israel and Hamas.

The threat picture could be further exacer-
bated if Norway were to be singled out as 
a terrorist target in terrorist organisations’ 
propaganda. In addition to being able to 
inspire sympathisers to commit acts of ter-
rorism, such propaganda may indicate that 
the terrorist organisations per se intend to 
use their own networks to strike Norway 
and Norwegian interests. 

Any extreme Islamist terrorist act in Norway 
would probably be committed by a lone 
 individual or a small group of perpetrators. 
Ideological guidelines and propaganda indi-
cate that civilian populations, institutions and 
individuals perceived as insulting the Islamic 
religion, as well as uniformed police and 
 military personnel, will often be identified 
as targets for attacks in the West. The threat 
against Israeli and Jewish targets will be 
aggravated due to the war between Israel 
and Hamas.

Expecting more attacks in 
the West

The planning of attacks in Western countries 
increased in 2023 compared with the two 
previous years. This trend is expected to 
 continue in 2024. The perception that the 
West is at war with Islam, oppressing 
Muslims, and offending Islam, are key factors 
used as justification for terrorist attacks and 
for radicalisation to extreme Islamism. Since 
global attention is currently focused on these 
factors, they are expected to have an adverse 
impact on the threat picture. 

Extreme Islamists interpret Israel’s warfare 
against Hamas as part of western military 
warfare against Muslims and the occupation 
of Muslim land. Many also maintain that Israel 
receives moral and military support from an 
alliance of Western countries. Despite the 
Norwegian authorities’ explicit support for 
a cease-fire in Gaza, most extremists would 
define Norway as part of western military 
warfare and thus as a potential legitimate 
target. There is, however, little indication that 

By ‘extremism’, we mean accept-
ance of the use of violence to achieve 
political, religious or ideological goals. 
While extremists accept the use of 
violence, they do not necessarily 
engage in violence themselves.

By ‘radicalisation’, we mean a pro-
cess whereby an individual develops 
an attitude of acceptance for or a will-
ingness to actively support or take 
part in violent acts to achieve political, 
religious or ideological goals.  
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Norway is a high-priority target. The pro-
longed and violent conflict between Israel 
and Hamas will result in the hatred of Israelis 
and Jews becoming a more salient factor in 
the motivation of extreme Islamists when 
they aspire to carry out attacks in the West. 

In addition, perceived transgressions against 
Islam, such as burning the Koran and the pub-
lication and use of Mohammed caricatures, 
could lead to radicalisation and terrorist plots 
in Europe, since extremists interpret such 
acts as blasphemous. The Koran burnings in 
Sweden in January, June and July 2023 
fuelled more activity on the part of ISIS and 
al-Qaeda, and both organisations have sub-
sequently encouraged attacks to avenge the 
Koran desecrations. Retaliatory actions for 
such acts may come immediately after the 
acts have taken place, or months or even 
years later. We expect that desecrations of 

the Koran will also occur in 2024. The threat 
picture in Norway could change rapidly if 
Koran desecrations in Norway were to attract 
increased media focus, or if fake news or 
 misunderstandings about this were to gain 
traction. If a development were to result in 
Norway being named in official calls for acts 
of terror on the part of terrorist organisa-
tions, this would have a negative impact on 
the threat picture.

The changing threat picture in 2023 illustrated 
how quickly isolated events can adversely 
impact the threat situation in the West and in 
Norway. We believe that both revenge for 
Koran burnings and the war between Israel 
and Hamas will also colour large parts of 
2024. Meanwhile, new events that adversely 
impact the threat picture could take place 
without warning.

Sweden and Denmark are experiencing a greater threat of terrorism

In 2023, Koran burnings, especially in Sweden and Denmark, attracted 
attention internationally and among extreme Islamist terrorist organisa-
tions. As a consequence of Sweden being explicitly identified as a target by 
terrorist organisations, the Swedish Security Service raised the terror threat 
level to level 4 (high) of 5 possible levels last autumn. The Danish Security 
Service also stated last autumn that the threat against Denmark has been 
raised within the current level, which was already at level 4 (high) of 5 levels.
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Transnational ties have 
a negative impact on the threat 
of terror in Norway

There are few active extreme Islamists in 
Norway and no physical openly extremist 
communities. However, extreme Islamists 
 recognise no national borders, maintaining 
that they are part of a global religious com-
munity. In addition, they are motivated by the 
same core issues as extreme Islamists in 
other countries. In future as well, we will 
therefore continue to expect that terrorist 
plots and attacks could impact Norway. 

There are persistent concerns associated 
with extreme Islamists convicted of terrorism 
in Europe and subsequently released. More 
such convicts will be released from European 
prisons in future. There is little to indicate 
that they have been de-radicalised. Many are 
expected to rejoin the extremist networks 
they belonged to prior to their imprisonment, 
or to form new networks. Current and future 
contact between individuals in Norway and 
these networks could adversely impact the 
threat picture in Norway. 

According to the Norwegian Intelligence 
Service’s assessment in Focus 2024, the 
global terrorist organisations ISIS and al- 
Qaeda will continue to give priority to their 
build-up outside of Europe, in their core 
areas. The terrorist organisations are gathe-
ring momentum on the African continent 
in particular, where they are expanding in 
several places. Some years from now, this 
build-up could potentially affect the threat 
picture in the West.

The threat of terror in Europe will also be 
influenced by the stability of Afghanistan as 
a state. We expect that the Afghan branch 
of ISIS will try to carry out attacks on our 
continent to undermine the Taliban’s ability 
to govern. 

Even though certain Norwegian extreme 
Islamists might want to travel to areas of 
conflict as foreign fighters, they will have 
 limited opportunities to participate in foreign 
fighter activities in 2024. This is because 
there are few easily accessible areas in which 
terrorist groups can receive non-regional 
 foreign fighters. In the years ahead, this 
could, however, change if these groups 
achieve more stable control over land areas. 

Contact between extreme Islamists in Norway 
and interned foreign fighters in prisons and 
camps in Syria could adversely impact the 
threat of terror in Norway. Those who are 
interned could help radicalise contacts in 
Norway or put Norwegian extremists into 
contact with ISIS members locally in Syria.

Online radicalisation is 
a persistent challenge  

Extreme Islamists are, and will continue to be, 
part of small transnational online networks. 
Encrypted platforms allow users to behave 
and communicate anonymously and they are 
therefore used to establish such networks. 
Relationships are formed through these 
 networks, and participants develop the trust 
needed to plan and support terrorist activi-
ties. Extremist propaganda, recipes for 
home-made explosives, and guidance on 
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how to carry out terrorist attacks are disse-
minated there.

Minors will also be taking part in transnational 
digital networks. A great deal of the extrem-
ist propaganda is formulated and distributed 
in a manner that also appeals to a younger 
audience. We expect that minors will also be 
taking part in the production and dissemina-
tion of extreme Islamist propaganda. Minors 
who are attracted by such networks and 
propaganda might be vulnerable, impressio-
nable and generally have less understanding 
of the consequences of their actions than 
adults do. That may increase the probability 
that young people will be incited to carry out 
acts of violence and terrorism. It is nonethe-
less challenging to detect radicalisation 
through encrypted digital platforms.

Moreover, we expect that radicalisation will 
continue to take place through physical rela-
tionships, especially among friends and in 
families, at schools, in religious arenas and in 
prisons. The distinction between digital and 
physical networks will be fluid, and radicalisa-
tion will take place in both arenas.

Norwegian extreme Islamists will continue to 
support global terrorist and extremist organi-
sations in regional conflicts to which they 
themselves have links. There are continuous 
fund-raising campaigns on different online 
fora in support of extremists and terrorist 
groups. 

Simple, readily available means 
of attack are still the most likely 
course of action

Any extreme Islamist terrorist act in Norway 
will probably be committed by a lone indivi-
dual or a small group of perpetrators. The 
perpetrators will often be in contact with 
other extremists prior to the act, either digi-
tally or physically. In some cases, they will 
also receive guidance from extremists in 
other countries. 

The perpetrators are expected to employ 
simple, readily available means of attack, e.g., 
axes, knives, machetes, hammers, arson or 
vehicles. However, averted attacks indicate 
that extreme Islamists prefer to use impro-
vised explosive devices (IEDs) and firearms. 
If IEDs are used, they will most likely have a 
relatively simple structure and mode of ope-
ration. Firearms may include pistols, shot-
guns and rifles, and they may be procured 
legally or illegally.

Extreme Islamists will often want to be killed 
during an attack. Fake bomb belts or the like 
have been used on several occasions to pro-
voke a lethal response from the police, prefe-
rably in combination with other means of 
attack. 

Ideological guidance and propaganda indi-
cate that civilian populations, institutions and 
individuals that are perceived to insult the 
Islamic religion, as well as uniformed police 
and military personnel, will often be identi-
fied as targets for attacks in the West. In 
addition, meeting places for members of the 
LGBTQ+ community as well as religious 
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meeting places have recently become more 
likely terrorist targets. This assessment is 
based on the targets chosen for completed 
and averted terrorist attacks. 

The threat against Israeli and Jewish targets 
will be aggravated by the war between Israel 
and Hamas. Since the USA is perceived as a 
firm supporter of Israel, the threat against US 
targets is also considered higher. The terrorist 

organisations have called for attacks against 
all countries that support what they consider 
to be the West waging war against Islam, as 
well as all countries that allow Islam to be 
exposed to what they perceive as acts of 
blasphemy.

Photo: Getty Images
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The threat from  
right-wing extremists

We believe there is an even chance that 
right-wing extremists will attempt to carry 
out terrorist acts in Norway in 2024. Right-
wing extremist digital platforms will continue 
be primary arenas for radicalisation and 
inspiration for attack planning. Any right-
wing extremist terrorist attacks will most 
likely be carried out by a single individual, 
and be directed at groups that fit right-wing 
extremists’ image of the enemy. Mass 
casualty attacks or targeted assassinations 
against individuals are considered to be the 
most probable forms of attack. 

The threat picture is becoming 
increasingly complex and 
unpredictable 

Those radicalised to right-wing extremism 
draw their ideas and inspiration from diffe-
rent arenas. This may include ideas from 
right-wing radicals and from right-wing 
extremist ideological communities, as well 

as from digital communities that do not have 
clear ideological elements. Thus, the right-
wing extremist threat picture is becoming 
more unpredictable and complex. 

Nevertheless, right-wing extremists continue 
to be united by some shared ideas about 
how the world works. One central idea is 
that the state and the people should be 
organised on the basis of shared biological 
or cultural traits. Such ethnic nationalism 
involves a desire to maintain racial and cul-
tural purity. Another basic tenet is that the 
‘white race’ and culture are in the process of 
being obliterated. This perceived existential 
fear makes right-wing extremists believe 
that violence is legitimate to prevent this 

 Key right-wing extremist 
conspiracy theories

The Great Replacement asserts that 
western governments intentionally 
try to subsume the ’white’ and western 
population, ostensibly not only allow-
ing but facilitating mass immigration 
from non-western countries. 

The Zionist Occupied Government 
(ZOG) accuses Jews of working 
 covertly to try to achieve world domi-
nation. This supposedly takes place by 
controlling authorities, politicians, 
the media and banking, among other 
things, in western states. 

What distinguishes right-wing 
extremists from right-wing radicals 
are their views on democracy and 
whether or not they are willing to 
accept violence to incite political 
change. Right-wing extremists 
aspire to dismantle democracy and 
accept the use of violence. 
However, that does not apply to 
right-wing radicals. 
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annihilation. This will often be related to a 
fundamentally conspiratorial understanding 
of the world.   

Right-wing extremists have a persistent 
hatred of minorities and the Norwegian 
authorities. The image of the enemy is broad 
and includes Jews, Muslims, individuals with 
a non-Western appearance, the Norwegian 
authorities and politicians, and members of 
the LGBTQ+ community, traditional media 
and left-wing extremists. They are seen as 
contributing significantly to the ‘white race’ 
or western culture dying out, a view sup-
ported by conspiracy theories. 

Still a real threat of terrorism 

In 2019, there was a substantial increase in 
the number of right-wing extremist terrorist 
attacks in the West, both completed and 
averted. Since 2020, the number of com-
pleted and averted attacks has remained 
at a lower level. In spite of this, right-wing 
extremist terrorist attacks are still being 
 completed and averted in the West. This 
means the threat from right-wing extremists 
in the West, and in Norway, is real. 

Photo: monkeybusinessimages/Getty images
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What might trigger radicalisation, and lead 
certain individuals to develop the intention to 
commit terrorist acts, will vary, and it can be 
a challenge to foresee. It may involve personal 
issues, or also possibly events or develop-
ments that take place at the local, national 
or international level. That being said, there 
are some overriding factors that could push 
people toward radicalisation in 2024. 

One such factor revolves around current 
events and developments that support right-
wing extremists’ idea that the ‘white race’ is 
in jeopardy and faces an existential threat. 
Examples of such topics are non-Western 
immigration, and the perception that the 
society is experiencing moral decay. Among 
other things, this may be attributed to a dis-
cussion about liberal gender identity, as well 
as a perceived normalisation and expansion 
of LGBTQ+ rights. 

Another factor is the inspiration effect. 
Completed right-wing extremist terrorist 
attacks and the perpetrators behind them 
are still important sources of inspiration. 
Thus, right-wing extremism still has a trans-
national dimension, where potential threat 
actors influence each other across national 
borders. New right-wing extremist terrorist 
attacks will also serve to inspire others to 
engage in terrorism. This may be further rein-
forced through manifestos and attack videos. 

A third factor is accelerationism as an ideo-
logical direction. Even though today’s right-
wing extremism is ideologically complex, 
there is sustained concern about acceleratio-
nism. The glorification of violence and terro-
rism as methods, the focus on individuals 

committing acts of terrorism, and the belief 
that it is urgent to bring about the collapse 
of society means that we consider this ideo-
logical direction to be an especially potent 
threat. Our experience is also that it need not 
necessarily take long from the time a person 
is radicalised until that person decides that 
he/she is willing to commit a terrorist act. 

The ongoing war in Ukraine and the war 
between Israel and Hamas do not affect the 
threat from right-wing extremists to any 
particular extent. This is because these con-
flicts have no clear ideological importance 
for Norwegian right-wing extremists. We do 
not see that the conflicts have resulted in 
more recruitment, radicalisation or mobilisa-
tion. Certain Norwegians who are affiliated 

Accelerationism is an ideological 
direction within right-wing extrem-
ism. The idea that a ‘race war’ is immi-
nent is a major factor, and time is of 
the essence when it comes to bringing 
about the collapse of society while 
“the white race” still has a demo-
graphic majority in the West. 
Accelerationists extol terror as an 
important tool for destabilising 
 society and igniting a ‘race war’. 

The perpetrators of several completed 
and averted right-wing extremist ter-
rorist acts in the West in recent years 
have been inspired by this idea. 
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with right-wing extremism have nonetheless 
participated in the war in Ukraine. One con-
cern in this context is related to more exten-
sive battlefield experience, a lower threshold 
for violence, and contact with other extre-
mists. The war between Israel and Hamas 
has given rise to even greater anti-Semitism, 
and thereby further cast Jews in the image 
of the enemy. 

Digital platforms will continue to 
be the main arena for radicalisation 

Digital platforms will continue to be the main 
arena where individuals become radicalised 
to right-wing extremism. A number of plat-
forms (open, closed, national and transna-
tional) will continue to be used for communi-
cation and the dissemination of propaganda. 
The users will generally be anonymous, and 
many will participate in several fora at the 
same time. Algorithms in digital searches and 
social media can lead individuals to post 
more extreme content. 

Right-wing extremist digital fora will continue 
to be characterised by an internal dynamic. 
In this context, the focus on violence will be 
commingled with ideology, humour, symbo-
lism and pop culture. Through propaganda 
and memes (digital images and text with a 
humorous bent), a dehumanising message 
will be produced to corroborate the notion 
that groups considered to be the enemy are 
working behind the scenes to ensure that the 
‘white race and culture’ will die out. Several 
such digital fora often also glorify masculinity, 
and promote intense misogyny. Extremism 
disguised as humour can help normalise the 

messages. For certain individuals, this could 
lower the threshold for committing violence. 

In addition to right-wing extremism in cyber-
space, there will still be right-wing extremist 
activities in physical spaces. PST’s concern is 
that such physical arenas could cause some 
individuals to be radicalised. 

Our experience is that many individuals who 
are attracted by right-wing extremist commu-
nities are often guided there for reasons other 

Photo from Getty Images. Open, encrypted digital platforms 
such as Telegram are major arenas for communication and the 
sharing of propaganda among extremists.
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than ideology. Their affinity may be based on 
social fellowship, entertainment, or a fascina-
tion with violence, or on politically incorrect 
communication, or they may be there for the 
aesthetics and meme culture. Even though 
ideology is not generally the primary reason 
why they are participating, repeated exposure 
to one-sided ideas and dehumanising rhetoric 
can allow the ideological aspect to gain trac-
tion. Some may take the message about carry-
ing out acts of violence or terrorism seriously, 
resulting in rapid radicalisation. For security 
and intelligence services, it is a constant chal-
lenge to predict who might progress from 
consuming and publishing violence-inciting 
rhetoric on the Internet to actually perpetra-
ting an ideologically motivated act of violence. 

Even though there is a broad range of ages 
among the individuals being radicalised, we 
are particularly concerned about minors and 
young men who participate in right-wing 
extremist digital fora. One characteristic fea-
ture is that these individuals experience dif-
ferent ways of feeling like an outsider, or 
have other vulnerabilities, including poor 
mental health.

Mass murder and targeted 
assassinations of individuals 
who fit the image of the enemy 
are most likely

A right-wing extremist terrorist attack will 
most likely be aimed at individuals, groups or 
institutions that fit right-wing extremists’ ste-
reotype of the enemy, e.g., religious minorities, 
members of the LGBTQ+ community, politi-
cians, traditional media and the authorities. 

Schools may also be vulnerable terrorist tar-
gets. For minors and young adults who are 
right-wing extremists, schools may be familiar 
and readily available targets, where indivi-
duals who fit their stereotype of the enemy 
can be found. 

Critical infrastructure has also been identified 
as a potential target for terrorism in extreme 
right-wing transnational propaganda. The 
accelerationist doctrine emphasises this in 
particular for the purpose of triggering the 
collapse of society. However, we have not 
found this to be a focal point for Norwegian 
right-wing extremists. 

Target selection is also influenced by availa-
bility, safety measures and the geographic 
location of potential targets, as well as by 
their symbolic value. The form of attack can 
vary from targeted assassinations of indivi-
duals to attempts at mass murder. 

Any right-wing extremist terrorist attacks in 
Norway will most likely be attempted by a 
single individual. The perpetrator will most 
likely use firearms or simple improvised 
explosive devices (IEDs), but vehicles and 
axes, knives, machetes and hammers may 
also be relevant means of attack.

We also see growing interest in home-made 
3D-printed firearms on the part of transna-
tional right-wing extremist groups. It is, 
 however, demanding to make effective, func-
tional 3D-printed firearms with high capacity. 
Accordingly, it is considered less likely that 
we will see such weapons than ordinary 
 firearms among Norwegian right-wing 
extremists in 2024. 
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The threat from anti-
government extremists

We consider it unlikely that individuals with 
anti-government convictions will try to carry 
out acts of terrorism in 2024. 

It is the potential for violence inherent in 
anti-government ideas that gives cause for 
concern. In the worst case, the perceived 
enemy might be considered dangerous 
enough to legitimise violence and terror. This 
applies in particular where the conspiracy 
theories have a revolutionary and apocalyp-
tic focus. 

Over the past year, the absence of an all- 
embracing banner issue, like the Covid-19 
pandemic, has mitigated the threat from 
anti-government extremists somewhat. 
Distrust of the authorities will continue to be 
a driving force and to fuel conspiracy theo-
ries. Events that exacerbate the conspiracy 
theories that include an element of violence 
will nonetheless escalate the threat once 
again.

Transnational development trends 
will influence the image of the 
enemy and conspiracy theories

Combined with the view that the state is not 
legitimate, continued notions of the ‘deep 
state’ and similar all-encompassing conspi-
racy theories will be the main movements 
within anti-government extremism in Norway 
in the year ahead. 

The essence of anti-government theories 
will largely remain the same. However, their 
development will be dynamic, related to 
 societal trends and adapted to national and 
local factors. This means there are several 
different potential gateways to radicalisation, 
and it is not easy to keep abreast of and 
 prevent all of them. We are still concerned 
that disinformation campaigns run by certain 
 foreign states will exploit anti-government 
ideas for influencing purposes, and that this 
could lead to radicalisation moving in the 
direction of anti-government extremism.

Anti-government extremism

Anti-government extremism 
embraces ideas and conspiracy-like 
theories that include an element of 
violence. Anti-government convic-
tions do not have the religious or 
ideological grounding familiar to us 
from other forms of extremism 
such as extreme Islamism and 
right-wing extremism.

The ‘deep state’
 
The idea that authorities and 
 pillars of society conspire with, 
or work for, a secret network or 
a hidden elite that seeks world 
domination.
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Norwegian authorities and others associated 
with the ruling powers are considered the 
main enemies of anti-government actors. 
Conspiracy theories about what is perceived 
as the authorities’ ostensibly malicious 
agenda and global alliances are ideas that 
are reinforced by current events. Further, we 
expect that anti-government extremists and 
right-wing extremists will continue to have 
fluid, partially overlapping stereotypes of 
the enemy.

The choice of targets will shift in 
tandem with the conspiracy theories

Any anti-government terrorist attacks will be 
directed at targets that represent the State 
or are associated with the authorities, i.e., 
infrastructure, symbolic targets or dignitaries. 
The purpose of striking such targets is the 
desire to overturn the existing system, or 
to identify conspiracies. However, trends in 
 conspiratorial convictions can alter the image 
of the enemy and influence the choice of 
 targets.

At times, the threat from anti-government 
extremists will move through a grey zone 
between politically motivated violence and 
incidents that fall within the police’s sphere 
of responsibility, such as vandalism and 
 disturbance of the peace.

The threat from  
left-wing extremists 

We consider it as highly unlikely that left-
wing extremists in Norway will try to carry 
out acts of terrorism in 2024. We do not 
expect that the groups will grow much in 
the coming year. The struggle against right-
wing extremism will continue to be the main 
focus, bringing together left-wing extremists 
in Norway. 

Left-wing extremists’ ideological convictions 
will continue to be rooted in various forms of 
anarchy, Communism and anti-fascism that 
glorify violence. In Norway, the groups are 
marginal, and we do not expect them to 
grow to any great extent in 2024. 

The fight against right-wing extremism will 
continue to be the main focus of left-wing 
extremists in Norway in 2024. We expect 
that certain left-wing extremists will con-
tinue to commit politically motivated acts 
of violence against individuals they assume 
to be right-wing extremists, but that they 
themselves will define this as self-defence. 
Such acts of violence will most likely be 
 limited to using blunt weapons and physical 
attacks. We also expect that there will be 
incidents of vandalism and public harass-
ment of individuals assumed to be right-
wing extremists. 

We expect that left-wing extremists will sup-
port the Palestinian side in the Middle East. 
In the short-term, the conflict could generate 
enthusiasm among left-wing extremists. This 
will primarily result in actions to be viewed 
as activism, disturbances of the peace and/
or vandalism. This will fall under the sphere 
of responsibility of the police.
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Extremism associated with 
climate, the environment and 
nature conservation 

We consider it highly unlikely that actors 
focused on issues related to climate, the 
 environment and nature conservation will 
attempt to carry out acts of terrorism in 
2024. The majority of these actors will con-
tinue to use non-violent means to draw atten-
tion to their issues. However, our assessment 
is that this topic does have the potential to 
radicalise certain actors. 

We expect that actors concerned with the 
climate, the environment and nature conser-
vation will largely continue to use demo-
cratic means to promote their issues in 
2024. Some will no doubt also turn to 
unlawful means such as disturbing 
the peace and civilian disobedience. 
These are non-violent methods and 
will fall under the police’s sphere 
of responsibility. 

All the same, we would maintain 
that this topic has the potential to 
radicalise certain actors. For some 
people, an existential fear and 
a perceived lack of action from 
political quarters might be consi-
dered justification for the use of 
violence to achieve their political 
goals.

Any acts of violence will most likely be 
directed at infrastructure and property since 
they are seen as sources of greenhouse gas 
emissions. Violence against people is consi-
dered less likely. Accordingly, politically moti-
vated sabotage is something we may see 
more of in future. 

Controversial and current events related to 
the topic, and subsequent conflicts of inte-
rest, will further add to the threats against 
dignitaries and local politicians.

Illustrative photo:

leonello/Getty Images
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Threats to dignitaries 

Threats to dignitaries 

We consider it unlikely that dignitaries will be the target of 
 serious acts of violence in Norway in 2024. However, we expect 
that dignitaries will be subjected to threats and smears.  

Even though violent attacks against dignitaries are very rare 
occurrences, individuals in prominent positions will always 
be vulnerable. It is also a serious challenge to democracy if 
elected officials engage in self-censorship or withdraw from 
office as a result of strains caused by smears and threats 
over time.

Dignitaries are also vulnerable targets for foreign states’ 
intelligence services. 
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We consider it unlikely that dignitaries will 
be the target of serious acts of violence in 
Norway in 2024. 

Nonetheless, we are cognisant of a stable 
high level of threats and smears against digni-
taries and politicians in Norway. Some will 
also experience spontaneous confrontations 
and minor acts of violence. Those who receive 
a great deal of media attention and who are 
associated with issues that evoke emotional 
involvement are especially vulnerable. 

Frustration and strong political dissatisfaction 
can lower the threshold for individuals to use 
hate speech and make threats. Economic 
downturns and a distrust of politicians can 
exacerbate this. Controversial issues and inter-
national incidents can lead to more or worse 
threats against certain dignitaries in Norway, 
including diplomatic representatives and 
other foreign dignitaries present in Norway.

The majority of the threats registered against 
dignitaries in Norway will continue to come 
from personally motivated threat actors. 
Their threats will often be influenced by 
 mental illness and/or substance abuse.

Dignitaries are also included in the image of 
the enemy held by several different groups 

of extremists. However, extremists maintain a 
broad stereotype of the enemy, where digni-
taries account for just one of several relevant 
targets. Safety measures make other targets 
more accessible and attractive. 

Very few of the people who make threats 
genuinely intend to engage in violence. 
However, numerous threats and smears pub-
lished on social media are currently certainly 
adding to the complexity and uncertainty of 
the threat picture. A climate of free speech 
that normalises and legitimises violence 
against political opponents can ultimately 
help ensure that certain vulnerable individuals 
are inspired to carry out acts of violence.

One basic prerequisite for a smoothly- 
functioning democracy is that our elected 
representatives can do their jobs without fear 
of violent reprisals. A growing number of 
elected officials restrict or censor the politi-
cal statements they make in public due to 
smears and threats. Some have withdrawn 
from politics, or are considering doing so. 
This undermines our democratic system. 

Dignitaries are also vulnerable targets for 
 foreign states’ intelligence services. Several 
foreign states, especially Russia and China, 
will continue to pursue the goal of gathering 
intelligence about Norwegian political pro-
cesses that could affect their interests. This 
implies that several Norwegian politicians, 
and people who work in the system sur-
rounding them, may be targets for foreign 
states’ intelligence and influence activities 
in Norway in 2024.

Dignitaries that fall under the 
mandate of PST include members of 
the Royal family, the Government, the 
Storting (Norwegian Parliament), and 
the Supreme Court, as well as 
representatives of comparable bodies 
from other states when they are in 
Norway.



Report tips to us!
PST’s main responsibility is to prevent and investi-
gate punishable acts that threaten the country’s 
security. We depend on good contact with the 
public in order to avert any terrorist attack against 
Norway, threats to dignitaries, espionage and the 
proliferation of weapons of mass destruction.

If you have any tips, contact us at:  

PST.no/tips-oss



Politiets sikkerhetstjeneste

pst.no


